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Chain INPUT (policy DROP)

target prot opt source destination

ipblock a -- anyuhere anywhere

ipblock a -- anyuhere anywhere

ipblock a -- anyuhere anywhere

advnet a -- anyuhere anywhere

advnet a -- anyuhere anywhere

advnet a -- anyuhere anywhere

spoof a -- anyuhere anywhere

spoof a -- anyuhere anywhere

spoof a -- anyuhere anywhere

tiHvedaccess 8 -— anyuwhere anyWhere

ACCEPT a -- anyuhere anywhere

ACCEPT a -- anyuhere anywhere

secin a -- anyuhere anywhere

block a -- anyuhere anywhere

LoG a -- anyuhere anywhere LOG lewvel wWarwning
REJECT a -- anyuhere anywhere reject-With icup-po

rt{-unreachable

Chain FORWARD (policy DROP)

target prot opt source destination

ipblock a -- anyuhere anywhere

ipblock 2] -- anyuhere anywhere

ipblock 2] -— anyuhere anyWhere

secout 2] -— anyuhere anyWhere

ACCEPT 2] -— anyuhere anyWhere state RELATED, ESTAB
LISHED

ACCEPT 2] -— anyuhere anyWhere state RELATED, ESTAB
LISHED

outbound 2] -— anyuhere anywhere state HEHW

ACCEPT 2] -— anyuhere anywhere state RELATED, ESTAB
LISHED

ACCEPT 2] -— anyuhere anywhere state RELATED, ESTAB
LISHED

outbound a —-— anyuhere anywhere state NEW

ACCEPT a —-— anyuhere anywhere state RELATED, ESTAB
LISHED

ACCEPT a —-— anyuhere anywhere state RELATED, ESTAB
LISHED

outbound a —-— anyuhere anywhere state NEW

portfuf a —-— anyuhere anywhere

ACCEPT a —-— anyuhere anywhere

ACCEPT a —-— anyuhere anywhere

MINIUPHPD 8 —-— anyuhere anywhere

MINIUPHPD 8 —-— anyuhere anywhere

MINIUPHPD 8 —-— anyuhere anywhere

LOG a —-— anyuhere anywhere LOG level warning

REJECT a -— anydhere anyWhere reject-with icmp-po
rt-unreachable

Chain OUTPUT (policy ACCEPT)
target prot opt =source destination

Chain MINIUPNPD (3 references)
target prot opt =source destination

Chain advnet (3 references)
target prot opt source destination

Chain allows (1 references)
target prot opt source destination

Chain badtraffic (1 references)
target prot opt source destination

Chain block (1 references)

target prot opt source destination

ACCEPT 2] -— anyuhere anyHWhere state RELATED, ESTAB
LISHED

ACCEPT 2] -— anyuhere anyHWhere

xtaccess 2] -— anyuhere anyHWhere

P # $ % &' (
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*

ipsec H -— anywhere
ipsec a -— anywhere
ipsec a -— anyuwhere
siprtpports 8 -— anyuhere
siprtpports 8 -— anyuhere
siprtpports 8 -— anyudhere
ACCEPT icMp -- anyuwhere
ACCEFT icMp —-- anyuwhere
ACCEPT icmp -- anyuwhere
badtraffic @ -— anywhere

Chain dmzholes (B references)
target prot opt source

Chain ipblock (6 references)
target prot opt source

Chain ipsec (3 references)

target prot opt source

ACCEPT udp -- anywhere
ACCEPT esp —— anywhere
ACCEPT ah -— anyuwhere

Chain outbound (3 references)
—HMore——-(659%)

target prot opt source
ACCEPT fcHp anymhers

t imedaccess a8 e anymhere
allows a anyrhere
outgreen a = anyhere
Chain outgreen (1 references)
target prot opt source
ACCEPT a - anyHhers
Chain outorange (B references)
target prot opt source
ACCEPT a — anymhera
Chain outpurple (B references)
target prot opt source
RACCEPT a —_— anyuhere
Chain portfwf (1 references)
target prot opt source

Chain secin (1 references)
target prot opt source
ACCEPT a anywheres
- —Hore-—— (855 )

Chain secout (1 references)
target prot opt source
ACCEPT a —-— anyuhere

Chain siprtpports (3 references)
target prot opt source

Chain =poof (3 references)
target prot opt source

DROP a -— 182.168.58.8-24

Chain timedaccess (2 references)
target prot opt source

Chain timedaction (B references)

target prot opt source

RETURHN a —-— anyuhere
Chain xtaccess (1 references)
target prot opt source

ACCEPT tcp —-- anyuwhere
ACCEPT tcp —-- anywhere
ACCEPT tcp —— anydhere

anywhere
anywhere
anyuhere
anyuhere
anyuhere
anyuhere
anyuhere
anyuhere

192.168.208.8-24

anywhere
destination
destination

destination
anywhere
anywhere
anyuhere

destination
anyxmhers
anyHhere
anyuhere
anpHheaereas

dest inat ion
anyrhere

destinat ion
anyheres

destinat ion
anprhere

destination

destination
anyguhera

destination
anywhere

destination

destination
anyuhere

destination

destination
anywhere

destination
anywhere
anywhere
anyuhere

P # $ % &' (

udp dpt:isakmp

tcp dpt:ident
tcp dpt:ident
tcp dpt:ident
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@

Authentication Hequred @

A username and password are being requested by https:f192.168.1.227:441. The site says:
"Restricted"

User Name: | admin |

Password: | ee@®0000® |

; : —
|0Cance|‘ [ &l OK }

Error 401

Thou shalt not pass!

The Page you were attempting to access
requires access rights that you do not appear
to have, please try re-entering your password
(remembering to check the capslock key).

For further assistance please contact your
network  administrator, or consult the

SmoothWall Express GPL Community forums
(wwrw.smoothwall.org)

2, %?;:-P, 8;'§&,
3 u " " C

Control  About

home

Welcome to SmoothWall Express 3.0-polar-i356
This Is your gateway to configuring and administe ring your SmoothWall firswall. Further information on your SmoothWall Express is available from our
website

sive new world ...
el

my.SmoothWall

Local: 67.172.245.193 =

Remote: 67.172.2451 o i

Current 96 4 Kbit/s / 5.2 Mbitis (Qut / In) =2k

Today: 4.6 MEB / 134.0 MB (Qut/ In) £ oo

Month 4.6 MB / 134.0 ME (Out { In) 2 B e
ReFresu E Incoming [ Outgoing

There are updates available for your system. Please go to the “Updates” section for more information

04:35:10 up 20 min, 0 users, load average: 011, 007, 0.02

SmoothWall Express 3.0 polar i385 @ 2000 - 2007 The SmoothWall Team
SmoathWall™ is & trademark of Smoo thWall Limited. Credits - Paortions © original authors

2,67 -P;, -&" 4 &&$
I " C
! - 3 C
*» C# CA ? C(2AC C5 C= C

A = . Du
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Express
Too Maintensl has
X shutdown | help;_'
status | advanced traffic graphs bandwidth bars traffic monitor my smoothwall
Active service status of your Smoothie
Core services:
Logging server = S:d4
DNS proxy server = 2:31
Kernel legging sermver |55 243
CHROM server V5 2:11
Webserver L] a:11
Services:
DHCF server L 9:10
SIF server p—
Quality of Service traffic shaping -
UFNP —
Clam Antiwirus server p—
Wieh promy e
Secure shellserver o 2:08
Intrusion Detection System L
IM proxy server wl

2,77 & &-5,<,

W " # C

Tt i
status advanced traffic graphs bandwidth bars traffic monitor my smoothwall |
Fertinent information about your Smoathie, current configuration and resource usage
Memory:
Total Used Free Used % Shared Buffers Cached
Mem: 125984 45912K S0072K | 36% | oK  7872K 25204K
Swap: 126968 0K 126968K [ |
Total: 253952 46912K 207040K [1e |
Disk usage:
Filesystem Mount point Size Used Available
Jdev/sdad 7 303M 218M 58M
Jdev/sdal fboot 20M 3.6M 1EM
fdev/sda3 fvar/log 181M 5.8M 147M
Inode usage:

(B

P # $ % &' (
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Express ;

shutdown | help

status | advanced traffic graphs bandwidth bars traffic monitor my smoothwall |

Statistical graphical and numeric data based upon traffic usage across your SmoothWalls network interfaces.

Traffic statistics - Sat Jun 27 08:07:00 2009:

Interface Period Direction Current rate Hour Day Week Month
Red Current In 0.0 bit's 420 KB 500 KB 55.5 MB 55.5 MB
Out 0.0 bit's 2230 KB 2240 KB a.2MB g.2MB
Previous In B0KB 00 KB 0.0 KB 0.0 KB
Out 1.0 KB 00 KB 0.0 KB 0.0 KB

Traffic address statistics - Sat Jun 27 08:07:00 2009:

Address Period Direction Current rate Hour Day Week Month
192.168.1.227 Current In 0.0 bit's 290 KB 290 KB 290 KB 290 KB
Out 0.0 bit's 2230 KB 2230 KB 2230 KB 2230 KB
Previous In 0.0 KB 00 KB 00 KB 0.0 KB
Out 0.0 KB 00 KB 00 KB 0.0 KB
192.188.1.285 Current In 0.0 bit's 120 KB 130 KB 13.0 KB 13.0 KB
Cut 0.0 bit's 0.0 KB Q00 KB 00 KB 0.0 KB
Previous In 1.0 KB 00 KB 0.0 KB 0.0 KB
Out 0.0 KB 00 KB 0.0 KB 0.0 KB
MNetwork traffic graphs:

Last upcdated Sat Jun 27 08:05:01 2008, with data to Sat Jun 27 08:05.01 2002

Summary network traffic graphs:

traffic on green interface over the last day

1.0t
I 0.8
o
i 0.6 - : :
8 click for detailed graphs for the interface
£ )
s 0.2
0.0+
Fri 12:00 Fri 1&G:08 Fri 2@:00 Sat 00:09 Sat Od4:00 Sat 08:00
O Incoming Max: 0.0 Avg: 0.0 Current: 0.8 bytes/sec
O Outgoing Max: 6.8 Avg: 6.0 Current: 0.8 bytes/sec
click for detailed graphs for the green interface »
traffic on red interface over the last day
250 k |
w200 k f
; ||
N 150 k I
D 100 k |
e i
= |
8 50 k | i
: L
i Cred T7-mAm Eri TAR-AN Ees 0. Al Cad+ MM AN T4 Ml am T+ @0 . AN
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! %& " C E5=C

3
C | I I

use lib "/usr/lib/smoothwall";
use header gw(:standard);

use smoothtype qw(:standard);
use smoothd gw(message);
use Socket;

my (%cgiparams, %selected, %checked);
my $errormessage = ";

&showhttpheaders();
&getcgihash(\%cgiparams);

my %settings;

&readhash("${swroot} lethernet/settings ", \%bsettings );

# Action a "Save" request ...

if ( defined $cgiparams{’ ACTION} and $cgiparamsf{' ACTION} eq $tr{’ save '})

{ # assign the settings over the top of their earstw hile counterparts.
$settings{' GREEN_ADDRE3% $cgiparams{’ GREEN_ADDRESSf ( defined

$cgiparams{'GREEN_ADDRESS'" );
$settings{'GREEN_NETMASK'} = $cgiparams{'GREEN_NE TMASK'} if ( defined

$cgiparams{'GREEN_NETMASK' );
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